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1. ARX Cosign épugnh wmtjuuhjuljwut yyuhwgutpp b mknunpnidp

ARX CoSign épwughptt wphuwwnnid L hknljw) oytpughnt hwdwlwpgbph b d$pwugptnh htwn.

Windows Vista, Windows 7, Windows 8, Windows 10

MS Office 2003 / 2007 / 2010 / 2013 / 2016

Adobe Acrobat, Adobe Reader, Adobe Acrobat Reader DC
ARX CoSign bpwgpph wpliwwnwipt wwwhnybint hwdwp wbhpwdbow E  htnbpubn juw b 443 wnpwp
hwuwtb{hnipinit:

N/
%° BEhupniughtt wnnpugpmpgut uuduemlp (CD) wwpniuynud E CoSign dpugph nkqunpuwh hunfwp
withpudbow pununnphsutipp b oqguynnh dkntwpln:

Ujujunwljp hwdwupgsnid wnknunpbinig hknn wihpwdtown £ dntnp qnpsty My Computer-> DVD RV Drive (:E) ->
ARX COSIGN U Setup.exe punwnphsp ubnutny nknunpty sSpughpp:

. ARX misc
CryptoKit
DOC
MSI
Redist

&£ ARICO

& | AUTORUNL.INF
CoSign dpugnh mbknunpdw b ogunugnpsdwb dknttwplp

|~ Cosign_usermanual_version - 3.6.pdf
& Setup.exe » CoSign dpwgph nknuypuwb punugphsp

Ypwugyh hwdwyuwnwujpwt yuwnnthwl, npunkn wthpwdbtown  pinpt] hnbyw) pununphsubpp.

v

v" ARX CoSign Client
v" Microsoft Office
v" ARX OmniSign Printer (quujujj £)

digital sig

Caﬁ/qn

Select applications for CoSign support:

=

Pununphsubpp mbnunpbint hwdwp hwpluynp £ winbuk] ARX CoSign Admin-p, pwth np dpwgph wju thwpbpn sh
wupnibwlnud spugph wndhthunpunhy Yndynukinp: Chnpdus e punqunphsubpp Jupdbt juwnyun “v”

uowuny:



‘ ARX CoSign Client Installation - Version 4.4.2

@, /%él’/ll/)

[ Setup Results - ARX CoSign Client

ARX Cosign Admin Client.msi: The systermn cannot find
the file specified.

NOTE: You must manually restart the computer to
complete the installation.

Use the 'Copy' botton to copy these messages to the
Clipboard

Ubkpjuyugus ywuwnnthubinid uknul) OK ngdwljli n1 htnbk] hkwnwqu puykpht:

Opwgph wkqunpuwb dudwiuly ARX OmniSign Printer-h htn wnwgwgud futigph nlypnid (nku' bljup),

=

& ARX CoSign Client Installation - Version 4.4.2

Co%/gn

digital signatures m;

ocumentation | Suppo | Contact Us

Setup Results - ARX CoSign Client

|ARX OmniSign Printer.msi: Cannot install OmniSign
printer driver. (Error code -32) Fatal error during
installation.

P

NOTE: You must manually restart the computer to
complete the installation.

> Use the 'Copy' botton to copy these messages to the
Clipboard

WwWw.arx. 1
lt
Copy -
|

Jupnn tp wiwnbubk] wyju hwnnppuqpnipniip, ukndl] OK b wjwpwnb) spugqph mbnunpnudp Exit §ndwljh dheongny:
NMuwngwnp Cosign sSpugnh b mjju] hwdwlwpgsh owytpwughnt hwdwljupgh wmthwdwnbnbjhnipniut k:

ARX OmniSign Printer-h ns hwonn wnbnunpnudp junspunnu sh hwtinhuwind Ejkjnpnuughtt unnpugpnipju sSpugpp
hwdwp: ARX OmniSign Printer-p hpkuhg ubpjuyugunid £ pyuyhtt unnpugpnipjut Jhpuniw) wnyhy, nph dhengny
guiljuguwsd .doc, xls, .txt, .jpg duy Jhipwdynid k .pdf thwunmwpneh b vnnpugpynud:

OmniSign-p htwpuwynpnipinit £ tnwghu.
e Uwinpugpl) nipupwisinip $uy; ogudtyny wjuy spwgph File -» Print hpudwiihg
e Uwnpugqply .pdf $uy) oqunugnpstym], ophtiwly, Adobe Acrobat spughpp



2. ARX Cosign épwugph Ynubhgnipughwt

Onpwgphpp mbknunplinig htnn pughk) fEjupntwghtt vnnpugqpnipjutt Spughpp Start — Programs — ARX CoSign —
CoSign Control Panel (ntu® uljuipp):

CoSign Control Panel

* @) Microsoft Office » & Uninstall CoSign Components
M winscp » ¥
P8 Adobe Reader 9
» M Adobe ImageReady C52

% Adobe Photoshop €52

@ Adobe

¥ Adobe Bridge

7. Adobe Help Center

»

@ Log OFff ¥ahagn Mkhitaryan...

c
o
=
©
w
o
o
-
O
P =
o
>
'
=
(=]
°
£

@ Turn OFf Computer...

- O« €% 72 4 PO - | & Inbox for,.. A CoSign 4...

Onpwghpp inpduy wpjuwnnid £ 6 yunnltpulyh (icons) nhwypnid (nbu' uljupp)

& CoSign Control Panel l R=aEea

User Designer Tools Help

Client Graphical Change User
Configuration @ S Signatures Password
% OmniSign Settings @ Logoff
<3 @
- ;
o
- N =l

Design InfoPath -—
Templates

User

i -

digital signatures made simple

3 wwukpwlh wupuqumd spwuqph juwp ukpdbph hbn sh hwunwnyty:
vunph hhdbwlwi yuwngwnbpb i

1. Punbpiibnn jwwh puguljuynipniip
2. 443 SSL ynpunnh wthwuwbkihnipnilp, proxy server-h wnljuynipniup
3. CoSign Server -h htin juiyh puguljuynipmiun



Unwowgws puunph phypnid twju wihpwdbon Lt uwnnighp hunbptubnh woiuwmipmiip jud 443 SSL wnpunh
hwuwubjhnipiniup (proxy server-h jud Firewall-h ntiwyjpnid): Proxy server-h nhupnid whwp L punpk) «Enable automatic
ssl detection» yjwupwuUkwnpp Cosign Control Panel ->User->Client Configuration dwuntu:

buy yipwpbkpnud £ CoSign Server-h htwn juwws funhpubipht, wyw wju nhypnid wuhpwdtown k Cosign Control Panel
-> Client Configuration-> Client -> Appliances-> Appliances list hwwnudnid utinut] Add Yndwlp b Cosign Appliance DNS
name nuownnid wykjuguk) ca.govam b cal.gov.am hwughkubpp:

Prompt for logon method : [Auto v ]

Prompt for sign method : [Auto v]

CoSign Appliance

Directory type : [Auto ']

(*) CoSign Appliance IP
Preferred server : - o

Appliance list : ca.gov.am

@ CoSign Appliance DNS name

|__— cal.gov.am

| Edt.. [(| Add.. [i{ Remove | C ok ] [0 concal

Prompt for logon method : [ﬁulo ']
Prompt for sigh method : [ Auto v]
Directory type : [ Auto = ]
Preferred server : ]
Appliance list : cal.gov.am
Ca.gov.am
Edt.. | | Add. | [ Remove |

3. ARX CoSign Control Panel-h wuwnljtpuljutph pugmunpnipiniip

ARX CoSign Control Panel-p twpuiwnbtuqusd k EjEjunpnuwghtt unnpugpnipjut twppbwljwt yupwdtnpbpp ptnptng,
Jupquynpbint, unnpugpnipjut gpudhljului nkupp b qunntwpwep thnpubjnt hwdwp:

» Client Configuration wuunljtpwlh ogunipjudp Jupquynpynid b dpugph wuwpwdtnptpp: Unwdl dwbpudwul,
wnbtu® 4.2. CoSign dpwgnh wwpwdbwnpbph jupgquynpnudp:

& CoSign Control Panel E] (= @

User Designer Admin Tools Help

Graphical Change User
Signatures a9 Password
DmmSlgn Settings @ Logoff

Designer —

- Design InfoPath
Templates

User




» Graphical Signatures ywwnjkpwyp twjiwntugws Eunnpugpnipjubt gpubhjujub nkupp thojubjnt hwdwp:

+* CoSign Control Panel

User Designer Admin Tools Help

User -
Client Graphical Change User
S Configuration S| natures Password

WJ OmniSign Settings Logoff

-

Designer

Design InfoPath

all Templates
@ :I L

Uunnpugpnipjul gqpubhljujut yunlbp wykjugutint hwdwp twhwybu yhnp k unbnst] unnpugpnipjut bupp,
www ubnul] Login, wjunithtunl, Load Picture Yndwlp b pugwé wwuwnthwihg punpl] iz Unnpuqpnipjub
gpudbhljujutt wuwnlkp vnwbuwnt wy] htwpwynp wwpptpuy £ ubkndb] Capture Signature Yndwlp b unnpugpty
Uluhlh ogunipjudp: Sku” uljupp:

T = Create new graphical sig;rxamre &J
7 Name : My Graphical Signature 1
CO'S/ ngu: ignatures made simple J Image :
User informati
User name
Signatures NO PICTURE
Nam;
Image
|
I | Select Color. [ Capture Signature... | [I_.oad Picture...]
I
| Del d
l U
Update Acrobat g
|15 —=

» Change User Password wuunljtpuljp btwpuwntujws k qununtwpweh thnthnjudwb hudwp:
Ujunty Untinnpugpynid | oqunuugnpénnh wuntip, hhtt qupyunbtwpwen b hpjhwulh whqud® tnp qununbwpwnn:
‘Unp qununbwpunh hwuwnwwnnidhg hbwnn hhtt qununtwpwnt wyjbu sh gnpénid:

> OmniSign Settings wuwunljkpwyp bwjpwnbuyws t Omnisign spugph yuwpwdbnpbpp nbknunpbint hwdwp:

v"  Digital Signature appearance pwdunid puwnpk] unnpugqpnipjut’ Qbp twpbnpws wkupp:

v"  Digital signature post action pudunid plwnpl] uninpugpnipniihg htnn dpugph htnwqu gnpépupwugp: Lok
Leave OmniSign open pununphsp, npp pny) juuu hwunwpninpp unnpugpnipiniithg hbnn yuwhuwwil) pug
Jhdwlynid:

v' Signature Size and Position pwdunid plunpl] unnpugpnipjut twpjptwlwh ghppp b swtp:



4. CoSign épwgph yuwpwdbtwnpbph jupqudnpnidp
Cunn whpwdbonnipjul, oquwugnpénnp Yupnn bt Jbkputhnjuly Cosign spwqph’ wdundwwn Yhpynd ppjus

wupuwdbwnnpbpp:

» Cuwupt) Cosign Control Panel -> Client Configuration -> Client -> Appliances, npp htwpuwynpnipnih jruw jupqudnply
Spwgnh hwwnntl] yupwdbwnpkpp:

= N
&, CoSign configuration utility - Local Computer Configuration I&uﬂ
File CA Help
=-4& Client = X
‘<\) ) Not Configured
--#=Logindialog || () UseDefaults

. 3= Timeouts @ Set Appliance Parameters
H 3= Miscellaneous
@-“& Signature API

= 7 [ ] Enable automatic ssl proxy detection (use SSL proxy server if provided
#-£3 Microsoft Office s : prosy " !

-4 OmniSign SSL proxy's address : @
G- Admin Port :
Prompt for logon method : [Aulo ']
Prompt for sign method : [Aulo V]
Directory type : {Auko A ]
Preferred server :
Appliance list : ca.gov.am
Edit ... ] [ Add .. ] [ Remove

Ujuwnnkn puwnpt) Set Appliaence Parameters nwpphpuljp:

— B
&, CoSign configuration utility - Local Computer Configuration EL[Q
File CA Help
=& Client = )
M Appliances ) Not Configured
3= Login dialog () Use Defaults
3= Timeouts 7Set Appliance Parameters
8= Miscellaneous
4.0 G
'f" t? 5'9”3‘”'9 APl n [ Enable automatic ssl proxy detection (use SSL proxy server if provided)
[#-73 Microsoft Office
(- OmniSign SSL proxy's address : Select ...
3} } Admin Port -
Prompt for logon method : [Auto ']
Prompt for sign method : [Aulo v]
Directory type : [Aulo ']
Preferred server :
Appliance list : ca.gov.am
[ Edt.. | [ add.. | [ Bemove

Proxy server oquiuugnpstint nhuypnid wljnnhjwgut| Enable automatic ssl proxy detection wupwudbkwupp: Fug pnnut) SSL
proxy's address Lt port nupwntipp, pwth np dpwghpp, npybu windows-h pununphs, oguuugnpédnid k£ Internet Explorer-h
wupwubwnnpbkpp: Proxy server-h nhupnid wuhpwdtown L wuyyuwhnyt) 443 SSL ynpunph hwuwbbjhnipmniup:



3 wupwdbwpk tuypmd*

e B
.ﬂ, CoSign configuration utility - Local Computer Configuration * @_’ﬂ
File CA Help
x Cllenl [z =
i ) Not Configured
fongs Logm dialog *) Use Defaults
~~3= Timeouts @ Set Appliance Parameters

-3= Miscellaneous

)- Coegy -
x Signature API [] Enable automatic ssl proxy detection (use SSL proxy server if provided)
32 Time stamp

3= Graphical Images SSL proxy's address : Select ...

3= Miscellaneous

2 X Port : ——

-+ Microsoft Office

3= Appearance @mpt for logon method : [Auto \'}

32 Settings )

Lsg= Reasons Prompt for sign method : [Auto V]

3= Excel-specific 3

; ectory type :

3= Word-specific S (Ao ol

3= Miscellaneous Preferred server : —-‘”’M

- OmniSign
1% Admin Appliance list : ca.gov.am

- .
]

[ Edt.. | [ add. | [ Remove |

1. Promt for Login method
2. Promt for sign method
3. Directory type

dbpp tpdwé 3 nuonbpnid «Auto» nwppbpwlubpp ptnpknt qupuquynid, qupunuwpwep dninpugpynid £ Ukl
wlquu, hulj «Directory Independent Promt» wwppkpwlh phypmid wuhpwdbon Yhth uwnnpugpbint wwhht bu
njuwlh hwunwnt] quynbwpwnp:

»  Preferred server — Uju nuipuninid nshis suntnpuigply dpwigph tnpuw) wontwinwbipt wywhngtnt hwdwp:

» Appliance list-mid wybkjugul] ca.gov.am hwugbhti wybjugut] twl cal.govam hwugkl, npp Yqnpsh npwbu
wypbnpuwipughtt hong b juwywhnyh wopwnwbph wijuwthwinipmniup ca.gov.aam ubkpybkph htn wnwowugus
luthpttph nhypnud:

Prompt for logon method : [Auto '] r - - R
Prompt for sign method : [Aulo v] S R S @
Directory type : [Auto v] (") CaSign Appliance IP

Preferred server :

Appliance list : ca.gov.am

@ CoSign Appliance DNS name

L, cal.gov.am
>

//;r:’
Edit . q\Add [ Remove | ok | [ Cancel |




» Cosign Control Panel -> Client Configuration -> Client -> Login Dialog wwunthwunid tupynmid ki oqunynnh widul,

qunutwpwnh Umunpugpiui b ppuig unmquut wuppbpujuinipjut wuydwbtbpp: ‘Upk) «Use Defaults»
wnwpphpulp:

&; CoSign configuration utility - Local Computer Configuration * . r‘, CoSign configuration utility - Local Computer Configuration * .

File CA Help File CA Help

=& Client =& Client

o 82 A_pglianEs

() Not Configured

-3= Appliances
32 Login dialog
~-3= Timeouts
.22 Miscellaneous

(") Not Configured

- Login dialog >

) (") Set Login dialog parameters
3= Miscellaneous

#-“& Signature 4P| Verify user name in prompt for sign 5% Signature 4P| Verify user name in prompt for sign

Ca g - Ao e e e 1};‘.0:3 Microsoft Office Force upper case user name

- Microsoft Office Force upper case user name T REs ~ ; . . =

3 S - OmniSign Close dialog when inactive for |20

& 9 OmniSign Close dialog when inactive for |20 H-Cd Admin = =

& } Admin - (@) Permit login dialog pop-up except for desig

@ Permit login diolog pap-up except for desigt Deny login dialog pop-up except for desigr

Deny login dialog pop-up except for design

» Cosign Control Panel -> Client Configuration ->Client -> Timeouts uwunud oquiynn hupp Yuwpnn L ol
npUudplitpp juwpjws hp hwunwnmpyut juwh Jh&ulhg: Linph puguljumipyut phypnid Gkpnbppug
Jtwtpp upnn bp whnbul] b k) «Use Defaults» tnuppbpulp:

Configuration reload interval - upk] 60: Ujn nwowp uwhdwinmd b, pk pwuh quyplyub htwnn Yhhpunyt
Juwnwupyws thnthnpjumpniuubpp:

Communication timeout - k] 30: Uju nuownp uwhdwind k, pt pwuh Juypljui ywkwp b dpwghpp uyuuh
JEunpnuwlwi ukpytph htinn juwh hwunwndwp:

Connection timeout - uphk) 30: Uju nuowp uwhdwunud b, ph jmipwpwisnip hupgdwb wwwnwuhiwtp pwth
Juypljjut yupnn E nbbg:

Credential Lifetime- uok) 86400 (Yplp) Ywd nplk wyp twpuptinpwsd phy: Uju nuonp vwhdwiund k, pk hty
wuppbkpuwinipjudp hwdwljupgp hwpguh quynbwpunp (86400 Juypljjuip Juqund £ 24 dud jud opp
UEY whqud):

Connection Failure Block Time - Uk 300: Ujp nuownp uwhdwinud b, pt nppuwt dudwbwl] hwdwlupgp
Juukgh unnpugpnipjutt mpudwnpnidp, bpt wpdwtwugpyt) £ juyh puthwuind jud dh pwth wiqud
upjuw] qunubwpur bt dninpugpdbp; Utduubgmpjut juwinububphg Glubkny' wnwewplynid L ol
ujuquqnuyup 300 Juypljui:

SSCD timeout - ok 30:

» Cosign Control Panel -> Client Configuration -> Client -> «Microsoft office» pudhip b Lupwpwdhultpp

-
&, CoSign configuration utility - Local Computer Configuration * = I =

~

File

CA Help

; F'X ' Signature APL The Microsoft Office configuration is composed of the following groups:

Client
Appliances The Microsoft Office configuration enables you to set the default behavior of the
signing operation in Word, Excel, and InfoPath. This includes the signature
appearance, the sighing method, which data will be signed, and the list of available
reasons for sighing and logging.

Login dialog
-~ Timeouts
Miscellaneous

Mli:oolt Bff ) Appearance - in this aroup you can configure the default appearance of a
sighed signature field.

Settings - in this group you can set parameters relating to the sighing

10



«Microsoft office» pmdhup uwhdwinid t  unnpugpnipjut wkupp MS Office thwptph Spugptpnud: Lkplujugdws
tjupnud wunlipjus Eu wju upwpwduh btwpuptinpbh npduspubpn:

&, CoSign configuration utility - Local Computer Configuration * . B b
File CA Help
= Client =
=& _len S ) Not configured
3= Appliances
----- 3= Login dialog () Use defaults
""" 3= Timeouts @ Set appearance parameters \
32 Miscellaneous [
#-“& Signature AP Display validation mark [V ] : [¥] On screen [¥] In print
E—]---E‘e:j, Microsoft Office = Display invalidation mark [%]: [¥] On screen [Z] In print }
R4 o arance BEn=S 2
| ?21: - |
vvvvv 2= Settings [ Display unknown status mark [ ?]:  [¥] On screen [Z] In print |
----- 3= Reasons ) ‘
3= Excel-specific " Display GMT offset \
BHE S \l{ord-speciﬁc Time format : [h:rnm & v]
----- 3= Miscellaneous
[3...9 OmniSign Date format : [MMM dyywy ,]
i+ §- Admin Width (pixels) 200 =
Height [pixels] : 100 o
Appearance style : Fixed font size ']

[7] Display date and time caption
[ Display reason caption
[] Display signed by caption

Available fields : Show these fields in this order :

Signed By Graphical Image

Date and Time
Reason [
|

[Movegowr;] [ Move Up ]

R/
** Thunwpl. tpt wwpwubnptipmd  thnthnjumpjut juhun wihpwdbyunnipnit shw, www pk’ Ykpnbyyuy
Appearance hwwnjwénud, phk’ npub hwenpnynn  Settings, Reasons, Excel-specific, Word-specific L

Miscellaneous hwwnyjwsutpnid Jupnn p plunpk) Use Defaults tnuppbipuiljp:

Cunpyws wupwdbnpbpp hwunwnbne b wuwhbnt hwdwp File dkiynithg pnpk; Apply Gupwdbkiynit jud ubndby
Ctrl+S Yndwljubipp:

& CoSign configuration utility - Local Computer Cc

File| CA Help

Export to configuration file

Import configuration file

< Apply ( Save to Registry ) Ctrl+S

Load ( From Registry ) Ctrl+0

Exit

11



5. Ejkjunipntughtt unnpugpnipjut Jhpuenudp pdf hwuwnmwpnpetpnid
5.1. .pdf duytiph unnnpugpnidp OmniSign - h vhongny:
Zudwlupgsnid Adobe Acrobat Professional dpwqph pugwluynipjub nhypnwd, .pdf duybpp Yupkih £ uninpugply

OmniSign dpwqnh vhengny: Uluhlh we unbnuny uok) thwl $uyh ypw b pugdus Ukiynihg pinpky Sign with Omnisign
(Cosign) Juud ARX Omnisign — Signing any printable file format tupwukiynii:

Pugus wunnthwih dwh Ynpunud hwunwpnph Jpu djuhlng ok unnpugpmipjut hwnguwsnp, wyw we Ynnunid
ubknut Sign Yndwljp:

/. OmniSign {C:\Documents and SettingsYGohar¥\Desktop\Contract_client_physical_person.pdf} E@

Signature Settings |Advanced About OmniSign

Digital signature appearance

Showe zignature field
[ Dizplay caption [labels)

Graphical signature

Date & time

Signer's name

[Reason | w |

[ Additional text | |

Digital signature post action

] Open sighed document [ Priet document
] Email signed document

[ Leave OmriSign open

Signature size & pozition

Page | Specify Mumber |+ Mumber: IZI

b 406 Width, (180
s 239 Height: |77

orl L Zoom: Page 5

CoSign G =]

Untinpuignl oginuugnpédnnh winit n1 qunntwpwnn: Buhpwdbynnipjut nhypnid qunntwpwnp Yplik dkl/Ephnt
wiqud b hwunwpniuypp yuhuwwik] (Save):

Save signed file as X

) Ci\Documents and SettingsiGoharyDeskroplContract_client_physical_person.pdf already exists,
. Do ol want bo replace it?

dhpnud tkpuyugyus wwnnthwind ubnul) 'yes' Undwlp’ hht thwuwnmwpnpeh thnjuwupkit tnpp hwuwnwnbnt
tywwnwlny b Ukl wiqud bu hwjwpl] qununuwpunp:

Uwnnpwugpybinig hbnn  twunwpninep  hwlynd E Swulynipjut phwypmid wjt jupbh b ygwhuywil] pug
Jhdwlnid " upkiny Leave OmniSign open pununphsp’ Cosign Control Panel -> OmniSign Settings-> Signature Settings->
Digital signature post action-> Leave OmniSign open:

12



5.2. .pdf duytiph unnnpugpnidp Adobe Acrobat Professional Spugph vhgngny

Adobe Acrobat spuqpnid Eikljnpniughtt uinnpugpnipiniip Yhpwnkh Ehtnbju Yepy®
bsoft Office Word 97 - 2003 Document. pdf - Adobe Acrobat Pro Extended

¢ Document Comments Forms Tools Advanced Window Help

r 'Q Combine ~ @ Collaborate ~ lﬁ Secure ¥ | / Sign v | D Forms ~ E Multimedia ~ 9 Commen

BRI e[ oo ;
W
| ool

ﬂ Certify with Visible Signature
Certify without Visible Signature

Sign Jkynihg puwpk] Place Signature hpwdwup b Uluhlh oqumipjudp puwnpk] unnpugpnipjut mbknunpuiwi
hwwnduén:

Uluhlhh Ynipunpny ok unnpugpmipjubt pwnwlniuh/minnulgnitt hwndusdp: Pugynud E Sign  Document
wuwwnnthwp, npntn sign As nuownnid plunpk] wyt oqunwugnnpénnhty, ny twhiwybu login k kntk CoSign dpwqpnid, huy
Appearence nupunnid pnpky twpuptinnpusd mbupn:

Sign Document E|

Tign A | ek Ui | @

Certificate Issuar: Staff of Government of RA Rioot CA

Appearance; | s I

Duq-r:allrsagn@dhy
n® 800 DNU Slnﬂ'olﬁmli-mmmlcf
RA, emall=r_bro@mail.ru, ﬁ
CTEm s & 66 68408
* 000088 & [Dote200000050100432
+4'00

[ Lock Document After Sigring @

s | [ cone |

Unwohlt whqud unnpugplnig whwp k punpl) Appearance nuipinh Create

new appearance Lupudbkiynil, nphg htwnin® Import Graphic—> Import Graphic from File:

r— =
Configure Signature Appearance ﬁ

Sign Document

SignAs: | Ui U gy vy @

Certificate Issuer: Staff of Government of RA Root CA

ocation: your signing location here
Date: 2009.07.01 15:10:58 +05'00°

Configure Graphic
Show: (O No graphic Import Graphic from:

& Imported graphic

Configure Text
Show: Name Location Distinguished name Logo
Date Reason Labels

® 20 000 0000

Text Properties
Text Direction: (&) Auto O Left to right (O Right to left

Digts: | 0123456789 |

[JLock Document After Signing
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Ujtunthbwnl, Browse Undwljh Uhongny pwnpk] btwhipbtwnnpkih gpudpjuljut wwwnltpnp b ubndt) OK:

Quunwpnph htin hknwqu wohwnwbpt wpghjwthwulbint hwdwp k) Lock Document after Signing checkbox-n:

~

Sign Document a

Sign Asi | Upelui Tupguigguic ‘:J @

Certificate Issuer: Staff of Government of RA Root CA

Appearance: ' Created 2009.07.011 VI

DN: o=5taff of Government @
Of RA, CN=e v sss soensnnes

Date: 2009.07.01 15:22:05
+05'00

Lock Document After Signing: @

[ Sign ] [ Cancel l

Ujunthbwunl, ubnub] Sign Yndwljp, thwunwpninpp ywhuywik) (Save) b User's password nuipwninid tipkiny oqunugnnpdnnh
qunuiwpwnp’ uknuk) OK:

‘Sign Document w

Sign As: | Ui Tugguaguic E] @

Certificate Issuer: Staff of Government of RA Root CA

acrobat - CoSign Sign

Appearance: | Created 2009.07.01! v

,') 1
Digitally signed by s+« -+« CO.S /g n
......... digital signatures made simple
DN: o=5taff of Government @ =

Of RA, CN=ssevs svsnsnnns
Date: 2009.07.01 15:22:05 User hame : l a_margaryanil 45 [
+05'00"

User's password : I | I

@

Cancel

.pdf duynid vnnpugpnipniup upnn k ipluyg h putth wuppipulng®

-
D o el ol Cmiwwna vl oo A,

Sigred by Shafuih Whashatyas
Dot & Torrs: Mar 24 2050 11:55 AM

il e e B e

R R R E R R L e e
[P L TR R R

Signed by:

Reason:
Date & Time: Mar 24 2010 12:04 pm ~ Mar 24 2010 12:11 PM
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5.3 Ej. Unnpugpmipjubt jhpwenidp EjEjupnuughtt hwpdbndmpiniutbpnid

Uninp gnpskiny LiEjupntughtt hwodbnynipnibtbph hwdwlwupg' (Untnpugpb) hwplughtt dwpduh Ynnuhg npdus
ogunynnh wlnttp, Adkntwpimput 2922-t b qupubwpwnp) wpwehtt hbpphtt whwp b winppununuug
Zupybumpnibubph dubp pwduht, b puwnpl] hwydbnynipjut hwdwywnwupwt dbp: Uyt jpuguknig hnn
wtthpwdtown k gputigl) n1 wdthntht) «Lpugdus hwpybknynipniuttps tupupwudund:

Utnuty «Lpugyus hwpdbwnynipiniuubp» pmdhup b djuhh wpupp yguht) hwpgbndmpjut ujuph Jpu.

Zma|bunjoupymls Al Unbtindufmls wfumphn) Uunnpuguuppabbhbp Sapbhplitn ZmbAhk) MY
by pripn qpQus U (Yw) umeglws.. 20-Ja=-2010 2202:3 - e R B ¢
e ~ 1 . -
WRTRZ-h R pupy 19-7an-2010 213639 - I Fuughy kuQedememlp:

Zupykndnipnilp unnpugplint hwdwp hwuplunp b wji iujuwygbu wwhywit] hudwupgsnid” wopuinwipughl
ubnuiht jud npbk pypuyuwbtulnid: UGuhlhh we unbnung tok] hwpybnynipjub Jpu b pugdws dkiynihg plnpkg
Sign with Omnisign (Cosign) juud ARX Omnisign — Signing any printable file format tupwuUkiynil:

Zpudwit plnplynig hknn yunnmhwih dwh dwunmd gnigunpynd | hwodbingnipjui wunlbpp, hul we dwuntd’
wwpudtnpkphg tkppl, «Sign» Yn&wlyp, npp ubnubimg htnn k) «Yes» Yndwljp twpuybu wuhwwigws
hwydbtunynipjutt thnppwpkt hwunwnbng vnnpugpus wuppkpulyp:

Confirm Save As

l Form_46_(25_01_10).pdf slready exists.
Do you want to replace it?

Zwptunynipynilip unnpugplinig htwnn pugh] wyb b winnigl) npdws vinnpugpnipniip: Sku dQwpp:

g Form_46_(25_01_10).pdf - Adobe Reader

File Edit View Document Tools Window Help

H %Jv @ 1 [z = % 105% ~ ;.‘af ﬁ;

[é, -j At least one signature has problems. Please fill out the following form. You can
!, Please print your completed form if you would like a copy for your records.

Validate All

# % Rev. 2: Signed by Samvel Handkaryan
# == Unsigned Signature Fields

Uwnpwqgpnipniup hwdwpynud £ Juybp b pntgnid £ hwupljught hwdwlwnpg, tnyuhul, Epk tpw Jpu hwynidnud

~ o

i / Juykpuwpwbpp:
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5.3.1. Uunpugpjwé hwpybunnmpjutn hbwn phptimdp hwdwljwupg:

Zupyknynipjut ghuwg' «3npshpubip» ynibwlnid, ubnudbky 4] yndwlyp, wyunithtnl, pugdws yuunnthwinud® «Browse»
yndwlp b puwnpt] wpnkt vinnpugpdus nt yuwhywtjws hwyytnynipmiunp:

o - X

v | 45| x | Asksearch BT

£ Gmail - FW: - vahagn.mkh... | €@ HelpConsole 2008 534 @ Choose file - "X}
oY 1
L Bl Desktop » v|¢,!|55;.;n o
njmmpymtbb N —— -
| lmu}qn:; nh Opttphtp ‘ Organize v oz Views ~ B New Folder :
Favorte Link Name Size Type Date modified 8
NTEL] i
| lE| Documents \'2d| 397 GE
B Desktop Form_46_(25_01_10)
Uhmyjwmpn hwmodtugmpimbhin | Adobe Acrobat Document
&l Recent Places SRttt 5

™ Computer 2 .

- A Hashvetvuty oo
E Pictures @ | M Dfisnedord I
Jmfm pymt Als Uwntn @i p Music 450 KB

m

1 apws U Uwnnpmgpms "PDF ptotmul 4 Recently Changed S
Fonk i < i helpconsole2008setup
mtecib.. B Searches
ynupiwls.. b
Ubmuitp Browse' §niwlp phunpkym budwp $wyp: |, Public HelpConsole 2008
U apiws U i 5
sapdms b [c Users User Desktop }ﬂ Browse ] Folders £ e ¥
R File name: Fom_d6_(25_01_10) v [MResr) v
= —— | (oom 1) [coms |
U andws & (Ywad) vuneoduws.., 23-jans

Ptnuynn hwodbnnipjut nhdwg’ unnpugpnipnibibph gnigulnid, es= tpwth thnjuwpbt whnp L gnigunpgh
b 4 upwtip, huly € «wmudtl) M6U» wywp yhwnp E wljnhjubw:

Uwninpumgpnipymbittp Sapdhpukp Zmbdhk; MTY
4 B 440 &3
- TMwwnpwun § anupluui: | ]

- ﬁ 4] j [l X
il V4@ &
- 2 LR B

Cpt  unnpugpmipyutt htn  jutinhp jw, wwyw Ygnigunpyh 'ﬂ-Umnpmqanp]ulh unnignidp  sh hwgnndty
hwnnpnwgpnipniip:

Uju phypnid fjunphnipy E wpynud ougl) unnpugpdws hwpdbngmipniup b phhtt vninpugplp oo plintbp wyie

ElEjuipntwhtt hwydbndmpjut vinnpugpdu Jepupkpu) wowdl] dwipudwut nbntjunynipjui hwdwp nku’
https:/file-online.taxservice.am/help/site/default.htm hnniup:
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http://92.43.141.248/pages/submittedForms.jsf?pId=2
http://92.43.141.248/pages/submittedForms.jsf
https://file-online.taxservice.am/help/site/default.htm

5.4. EiEjupntughtt uinnpugpnipjut hpwurenidp MS Office dSpwugpuyht thwpbpnid

Thuwuplkup EjEnpnuwghtt unnpugpnipjui jhpwnnidp MS Office 2003 b 2007 spugpuijhtt thupbpnud:

MS Office 2003
ARX Cosign Client dpuigph mbknunpnidhg htiinn MS Word spwuqpnid hwjingnud E «Sign with Cosign» Yndwljp:

I} test - Microsoft Word
! Fle Edit Wiew Insert Format Tools Table ‘Window CoSign  Help Type a question for help ¢!/ X

Q17 6% '—“Z%,JI""“']M,BEEE-@‘@‘DW“ W‘L.uReadB 12 glr | = A= %

B3]

Cooo o SO O SO NOR SR RURC. SO RO SO IO ORI ACRU RO 0N SR RO (/R ¢ (O P R P KIS U OB O,
LU Y POy Gy DLl Qau g ey L, sugiygeu

ophluul:

7. bnplitph Innug b6y, FuGlpoghG g phm G Glpp b vommpn gpmp pn GGy

QATTE TN | Q.Gnpy

gt g ea 7160005 [r LIl

Uluplh dwju unbniup ubndl] uvnnpugpdui nbnnud, wjunthtnb ptwnpt) «Sign with Cosign» Yndwljp, Untinpwqnly
qunubwpwnp b ukinul] «ok» Yndwljp:

Uwnnpugpnipjut nbknp b swhtpp Jupbih © thndinfub]’ wnhywgubnyg «Cosign Design Mode» Ukiynil, nphg htwnn
unnpugpnipniip Jupkh b wbnuownpdt), ougky, thnppugub] jud dbkdwgubky: @nihnfunipnitibiphg htwnn Yplhht
wihpw-dtown £ wljnhjuguty Cosign Design Mode-p:

O test - Microsoft Word

! Flle Edit View Insert Format Tools Table Window | CoSign | Help Type a question for help [+ X
sy pa y [ {2 H son & 100% + @ | GiRead §12v[1\§E¢§. 4
@Sign W|th CaSign l o e
S AT B 2 3 4 g QeSignMUde ) 10 1 12 13 14 15 16 17 18 =
1 i BRI A Sl 120 1130 1014 1 15 1 016 ARAZE T H8E A
elwumuml g ey ‘gmms JuLp yuyupy Wiy L ey 5
ophlul: v Validate All Signatures
Q{ Clear all Signatures
A& Configure Signature Defaults
7. ommdtipl b 5. 1o0bar Settngs wian g L e q e o g
R hep
lwdwnt g o Q.Gopy
(el h6 Y bpupu phw GGkpg) (etlilpeghG g bpuug i GGbpn)
o
O o (o]
(vwnpugnmp)mp) (uwnmyepmp)m(p)
u.s 4,8
: Draw ~ QJAUtOShBPBS \\DOJJ @Q|®' nd A _ﬁ'_aljl
Page 1 Sec 1 11 E i1 CVe English (UK Q}

Quunwpnrh Juybipuuinipjut dky hwingqbint hwdwp  uwnnpugpnipjut Jpu dyuhlh we Yndwlnd ok
«Validate»: Uwnpugpnipiniip Juytp  tpt «Validate» ulnulijnig htinn Jubws gnyth «V» tpwh £ Gplnwd, hul
Jupuhp gnyuh «X» niypnud’ unnpugpnipniut wduybp E b whwnp k Yplul] vnnpugpdwu gnpénnnipinip:

Uwnnpugpnipjut ypu djuhhh we Yndwlny plwnpk «Settings» mwpphpwlp: Uju htwpwynpnipnit juw nbutby
unnpugpnnh b unnpugpnipjul dwuhb mbnbkynpmibtbpp (Bpp £ unnpugpdt), nd Ynnuhg, . thnunh hwugt b
g b):
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@»teﬂ - Microsoft Word E"@{Zk
H View Insert Format Tools Table Window CoSign  Help )

N FEYPEY < IR A YT N )
S — CoSign!

[ gnature Deta

o O < 3 == I
o | TEEE A Y2 Ignature ERARS CRNICE RS CR07 N0 VAR ISt 10

EENE: B = FEEIG IR,
=l Status: This signature is OK.
E ophGuwl:

Sigring time: |May 182009 9:23

* b Signed by: [Bmgwmmuum wgg kgl Inu qpomp pm G GEpp
1 Emal [Not avaiable
Certificate |

- Status: This certificate is OK. It T

(Gl g i GGpp)
View Certificate
Issued by: IStaff of Govemment of RA Root CA

(u Expiration date: [Friday, March 1, 2010 16:00

plugpmp jm Gp)

S,

L R RS T I NER £ AU AES - XS AR S RS AES ( RRU NI NN NS SRS SO -GSl A4 el i

=oE-w< [
ipraw- s | Adoshepesw \ N L1 O A1 Al LB 4 i I AR A s
Page 1 Sec 1 11 At 13.4cm Ln 19 Col 1 REC TRK EXT OVR English(Us @D bt
MS Office 2007

MS Office 2007 spugpnid EiEjinpnuwghtt unnpugpnipinit jhpuntint hwdwp wihpwdton E Word-h thwuwnwpninpn
wuwhwuwiby (Save) Word 97-2003 $npdunny: Uluhlh Ynipunpp nuk) thwunwpnpeh wjt hwndwsnwd, npunkn whwnp &
unnpugpk) b punpl Add-Ins -> Sign with Cosign hpudwtip:

Home Insert CoSign References Review View

' CoSign ~ | |[E Sign with Cosign | —

Page Layout Mailings

Menu Commands| Custom Toolbars

Pugdus yuunntunid Untinpuqnl) oqunynnh minthp b quyunbwpwunp b utndt) OK

Uwnnpugpnipinibup upnn Enibbiwg hbnbyjwg mkupp®

Nov 12 2013 12:25
FUELS phutnwhl nwppbpwl d% FuELS phunwjhl phpwly

Uwnnpugpniejui ghppp b swihbpp thnthnjubne hwdwp wihpudbown E wljnhjugut) Add-ins -> CoSign->Design Mode

hpwdwp:

Mpunpmpinit. Gph unnpugpnipjut bknp jud swhp wihpudbown b thnthnjub), wyw wihpwdtown £ unnpuqping
thuwunwpnpnd punpk) Add-ins -> CoSign-> Add Signature Field, wjinthtinl utinul) Design Mode hpudwip, Junwpty
wihpwdton nbnuihnunipiniup b swhubph hnthnpunidp, wywwlnhjugub) Design Mode hpwdwp b utinudt) Add-ins
-> CoSign-> Sign:
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6. vunhpukp

6.1. bugnt b winwtnid Failed to select a certificate hunnpnugpnipymp

ca.gov.am ubpytph htnn juwdws pughpubph nhypnid wihpwdtown E Cosign Control Panel -> Client Configuration->
Client -> Appliances-> Appliances list hwwnjwénid ublnul) Add Undwlp b Cosign Appliance DNS name nupwnnid
wybjugut] ca.gov.am U cal.gov.am hwughkubpp:

Prompt for logon method : [Aulo v]

Prompt for sign method : [Auto v] o Ak
Directory type : [ Auto v ]

Preferred server : B Lcnaprarce

Appliance list : ca.gov.am

@ CoSign Appliance DNS name

- cal.gov.am

Edit ... ]([ Add ... Df‘_ﬁe-move ] [ 0K ] [ Cancel ]

6.2. by k bplinid tpkip yywwnlkpuil] CoSign Control Panel-niu

ARX CoSign Control Panel-nid 3 yyunljtpuljh wnuwnipjut ntypnid, Spugph Juwp ca.gov.am b cal.gov.am hwugtnid
quiiynn CoSign Server -h htw sh hwuwnwwnlby: Uthpwudbon L uwnnigh] hunbpubnh wnumipmniip jud 443
SSL ynpinh hwuwubjhnipniup (proxy server-h Jud Firewall-h ntupnid): Proxy server-h nhupnid wyhwp E ptwnpt
«Enable automatic ssl detection» yjupwdbtuipp Cosign Control Panel ->User->Client Configuration dwiuntu:

6.3. buynt L unnpuqpnn wbdh widui thnjuwpt hwynignd wpwutitp

Swippkpwy 1. Gpt unnpugpnipniit wpnwhwynygt) L upwbbph wnkupny, wyw wihpwdbown £ CoSign Control Panel ->
Client Configuretion->Microsoft Office-> Appearance-> Settings->Reasons->Excel-Specific->Word-Specific>Miscellaneous

pojnp Eupunuownbtpnid pinpk) Use defaults Yn&wlyp:

“# CoSign configuration utility - Local Computer Co
File CA Help

g ‘§ gilgl;::tture AP © Not configured
2 Microsoft Office @ Use defaults
= () Set appearance parameters
3= Settings
3= Reasons
3= Excelspecific
3= Word-specific
3= Miscellaneous
- OmniSign TN
@R Admin Display GMT offset

(1]

Swippkpwy 2. MS Word/Excel spwuqpbph dbuyniubph (Home, Insert b wij) owppnid CoSign dkiynih puguljuynipjul
ntypnid wthpwdbtown k pinnnti Insert -> Signature Line->Microsoft Office Signature Line.
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Hd9-0 -

Home  Inset | CoSign | A |(&signature L'"e_'] T O
= ) Microsoft Office Signature Line... [
i L) @t \t Drop | B
~ | © About Cap Add Signature Services...
Sign Add Signature Text Sympors =
Field —y;
CoSign Signatures 15. g '.,:—' ,9,' At ',U

Pulgllnuf E htwnlyw) yuwwnnthwbp.

Signature Setup @
Suggested signer (for example, John Doe):

I |
Suggested signer's title (for example, Manager):

| |
Suggested signer's e-mail address:

I |
Instructions to the signer:

Before signing this document, verify that the content you
are signing is correct.,

[] Allow the signer to add comments in the Sign dialog
Show sign date in signature line

l OK ,][ Cancel ]

Lpwugul) wuhpudbown nuowntipp, ukindl OK b unwbiw] uinnpugpnipjut hEnbyu) wuppkpulp.

Mar 10 2008 4:55 PK

~ b‘h‘/

Administrator

6.4. bugn1 E hwdwpwlh huynynd dntnpugpdui (login) wyuwnnithwin

SYyw yuwwnnthwip dudwbtwljuynpuybtu hinwgubnt hwdwp Cosign Control Panel —nid wthpwdbton L Juwmwply
htunlyu) thnthnjunipiniup. puwnpt) Cosign Control Panel -> Client Configuration -> Client ->Login Dialog->Set login dialog
parameters nuipinp L upkjDisable login dialog mwuppbpwlp, wjuinthtnmb ubnub) File -> Apply(Save to Registry)'
thnthnpunipniutbpp ywhywbnt hwdwp

File CA He!p
=& Client ' .
:- Appliances Not Configured
3= Login dialog ) Use Defaults
= TiynemAs @ Set Login dialog parameters
3= Miscellaneous AR : :
& cx Signature API || Verify user name in prompt for sign
£33 Microsoft Office || Force upper case user name
& 30""5'9" 7] Close dislog when inactive for Sec.
® Athlﬂ
() Petmit login dislog pop-up except for designated applications
() Deny login dialog pop-up except for designated applications
©) Disable login dialog
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http://www.ekeng.am/wp-content/uploads/disable-login-dialog.jpg

6.5. hugnt bl unwinud “Failed to select a certificate, Bad Username or password” qqniowugniup
Uhtsh 5 whquu ujuw) qununbwpwn dntinpugpbnt pypnid, qununbwpunt wjnndwn wpghjuthwlynid £ b
huwynnud £ hknlju] hunnpnwugpnipniup.

Failed to select a certificate
Bad usemame or password

| 0K | |Enordetais>>

Qunutwpwnt winhjugubint hwdwp wihpwdbywn b quiuquhwpty 374 60 464 504 htinwinuwhwdwpny fud bwudwly
hn k) cssupport@ekeng.am kj.hwugkht:

6.6. Dbuynt k . uvnnpugpmpjui wduwphyp (dwidp) nuppipyoud pd hwdwlupgsh wduwpyhg

Bl unnpugpmipjutt wduwphdp b dudp wjundwwn §ipynyg oguuwgnpénud b ubpytph wjjujukpp: Gehk 2kp
unnpugpnipjul wduwphyp ujpw] £ b sh hwdwywnwupwinud uinnpugpnipjutt nkpunpdut wduwpdhtt jud
dulhl, wuyw quiquhwplp hwdwnpyibph vywuwpliwi YEonpnt + 374 60 464 504 hhnwnuwhunfwpny
Lonnidubp junwpbnt tyunwlny:

6.7. Dbuyyhku oquuuqnpdty quyubiwpuinn spuqph Jipunbnunpnidhg htinn
Opwghpt wnwohtt wiqud nknunpkinig hbnn wihpwdbow k thnjul] EYELA-h Ynnuhg npudwunpjus qunnbiwpwunp:
Qununtwpwnh thnthnjunipiniup nknh £ niakinid CoSign Server-nid, hbmbwpwp dpwgph Jepunbtnunpbinig jud wyp
hwdwljupgsh Yypwu nknunpbinig hinn, mthpwdtown t oqunuugnpst| wpnkt thnthnpujws qununwpwnn:

6.8. Dbuynt k pugwljuymd Sign with OmniSign Jw Sign with Cosign hpudwip .PDF $uyjjh we Eupundkiynihg
SYjw] hpwdwup Jupnn E puguluyby, bpb

1. Adobe Reader dSpwughpp wknunpyt) £ ARX Cosign épugph mbknunpnidhg hkwnn
2. Gphk Adobe Reader Spughpp pupdwgyt) L(update)

‘Ldwt yupuwquynid ARX Cosign Client spuighpt wthpwdtow E yhpuntnunpl’ wpwig wyt twppwybu hbnwgubn:

6.9. biyujhu Jhpunt) inygh hwiwlwupgsnid tpynt b wydkjh uvnnpuqpmipgnih
Eplnt b wbkih vnnpugpnipjul, hyybu twb vjujunwljubph nhypnud, Spugph nknugpnidp jupng b junwpdbp
Ukl whqud: Uhltnyt hwdwlupgsnid 2 wwwppbp uvinnpugpnipiniuiip Jhpwuntnte ghypnud, withpudbown E wnwght
oquynnh widudp uinnpuqpbinig htwnn, uknub] Log off Yn&wljp Start-> Programs-> ARX CoSign -> Cosign Control Panel —
nid, wyinthbwn uinnpugpt tnyb hwunwpninpp’ oqunugnpstiny wy) ognnynnh winth b qununbwpwn:

6.10. byt u wnnighy k.unnpugpnipyui hurjwonugph quydbpuluimpput dudyknp
Lok BLunnpugpmiput dhuhyh we kupwdbiyninud Details wwwppbpulyp, tuyk) Expiration Date nupinh wnjuijibpp’
E.unnpugpnipjut uyundwb dudljbunn:

Juybpujuinipjut dudjinp unniglint hwdwnp, oty View Certificate Yn&wljp:
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http://www.ekeng.am/wp-content/uploads/badusername.jpg
mailto:cssupport@ekeng.am%20%20էլ.հասցեին

6.11. buswhuht k EEhupntwght uvinnpugpmpjut wkupp .pdf duyimd b Judbpuipwbbbtpp

ElEjupnuwghtt unnpugpnipniup .pdf $uygnid upnn L nibikbiw) wwppbp dukp:
Adobe spugpnid hwinhunn unnpugpnipjut Jubpuputiibpn:

0 Uwnnpwgpncainiln hwunwywd b

* Uinnpwigpneeinill wlywybp £ Unnpuwgps neg hEinn® thlvuwmwenLnsn
Elpwpldb £ thnthnfuncgwl

. Uwinnnwgpnieinilp hwunwindwd B Quunw@nongn unnpwgndG) © o Bl wigud,
Yuod dwdn yengdwe £ hwdwlwngshg W ng pi hwdwwwonwutuwl ubBngGnhg.

Fwywunwghnn plnanlyuws £ Adobe-h uunnwhywd hwywunwagnbnh gnogaly
Uinnpwigpneeinilhg hbnn® thwumnwenonen Supwnldt B onginfunogiwl:

75 Fwywunnwghpn pbngnbdws s Adobe-h duinwhdwd hwywuwnwapEnh gnogesly
P Uinnpwgpneinilhg hbunn® thwuwwenonen sh Gupwniyyt thothnfunezjwle

/ Uiinnpwgnncinclp o ghwunwigneh tnghnfuncznolp luwonwomguwd e

6.12. buyyku uinnigh) uvnnpugpnipjut Juykpugnidp b huunwpnyph thnthnjunipniap

Uwnnpugpnipjult we uUkiynihg plwnpk) Validate Signature bupwubiynil: Pugdwsd wwwnnithwihg ptwpky Signature
Properties ndwljp: Fugynid £ yuwnnithwip® unnpugpnipjut dwbipudwut nbknbnipjudp:

6.13. blyyhku unnigh) b Junjkpugiil) Cosign oqunugnpénnh H.unnpugpnipniip MS Office dugyjtpnid

Cosign oquwugnpénnh unnpugpnipiniip Juybpugubint hwdwp® vnnpugpnipjut ypu dfuhih we tupwdkiynihg
puwnply “Validate” mwwppbpwlp' unwbwny «v» qubpugdut tpwip: Uwnnpwgpnn wtdh wdjuiikpp unniglnt
hwdwp' vnnpugpnipjut Ypu dyuhyh we tupwdkiynihg ptunipt) “Details” wwwpppwlp, npp htwpwynpnipni juuw
wnbulil] vnnpugpnnh wjuukpp tkpwony b, hwquunwghpp:

El. hwjwuwnwgph dwipwdwutbphtt jupbih b Swinpwtw thpjujugdus wywwunithwh View Certificate Yn&wljh
ogunipjudp: Uju tkpjuyugunid E hwjuwuwnwgph ponnupyuwt punhwinip tjupugpnipmniip b Jqubtpujuinipjub
dudljinh dwtpudwutbpp:

6.14. buyn td whutmd “Not Validated Yet” hwnnprugpnipniup MS Word thwunupypoid npjus unnpuqgpnipjub
“Details” hunnquénid

Uwnnpugpnipjut ypu djuhlhh we tupwdbiynih “Details” hungwénid “Not Validated Yet”hwinnpruqpnipjut nliypnid

wthpwdbown L ubppbnul] HEjunpntuwht hwjuuwnwghpp' Yhpwnting upyws puyjtpp. Cosign Control Panel->Client
Configuration->CA->Install CA Certificate.
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7~ B |

Signature I

Status:

Signing time: |J un 7 2011 4:29 PM

Mot validated yet.

Signed by: I

E-mail: I

Certificate |

Status:
View Certificate |

Issued by: IStaff of Government of R4 Root CA

Not validated yet.

Expiration date: lMonday, May 07, 2012 11:44 PM

6.15. DPuyujku bhpdnish) hwjuwuwnwghpp Adobe-h Juunnwhywé hwjuunwmgptph gnigul

Zujuuwnwghpp Adobe dpwgph Juinuhyws hwjwuwnwgpbph gnigulnid tkpuntjnt hwdwp wihpwdbown £ Udljuhlh we

yndwlyny ubnub) unnpugpnipjut Ypw, pnpk) Validate Signature -> Signature Properties -> Show Certificate -> Trust -
Add to trusted Identities ->OK:

Pugywb Import Contact Settings wyuuinnthwnid ok Use this certificate as a trusted root i1 Certified documents t1puwla
wljnhy uonbpp (checkbox): Sku' tlupp.

Certificate Details

Subject:
Issuer: CA of RoA

Usage: Sign document

Expiration: 11/12/2023 8:05:05 AM

Trust

A certificate used to sign a document must be a trusted root or be issued by a trusted
root in order for signature validation to succeed. Revocation checking is not performed
on or above a trusted root.

Use this certificate as a t@

If signature validation succeeds, trust this certificate for:

Signed d ments or data
Certified documents

[7] Dynamic content

["]Embedded high privilege JavaScript
[] Privileged system operations (networking, printing, file access, etc.)

[ ok || cancel
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6.16. Pisuku unnpugpl) hwunwpninep Adobe Reader Spuigpny, pp puuguluymd k Sign §ndwljp
Gpt hwdwlupgsnid nbknunpws sk Adobe Acrobat Professional dpwghpp, www .pdf dwyikpp Jupnn tp unnnpugnpty
Sign with OmniSign ju Sign with Cosign hpwdwuh dhongny:

6.17. buswybu Yhpunk) H-unnpugpnipmiup Ihp Swunuym pimbubpmd

Uunnpugpnipjult  Jhpundwt  spwgpuyhtt  dheubptup (Signature API), Ejkljuipntughtt  unnpugpnipjui ARX
CoSign spwugph htinn dhwuht, wwywhnynud bt pduyhtt unnpugpmipnitubph Jhpwenidp ip Swnwnipnibtbph
hwdwp:

Yhpwnkn] dhp unwbnupnibpp wju gnpswnnypp poy; Eownwghu Spugpuudnpnnibphtt oguuugnpsty  Ihp
Swnwjnipniutbpp, hyyhu bwb htwpwynpnipnit nwy Spugqpuynpdwt (kqnittpht b owbkpwughnt hwdwljupgkpht
thnpugnpdt) ARX CoSign spwqnph htwn:

Bpt nnip oqgunugnpénid tp E.unnnpugpnipnit 9kp Swnuwynipniuubph b SOAP ypnunlnjubph hwdwnp, gnip Jupny
tp hnby Qbp twdwyp htnlywy hwugkny EUELS OPC, 22, p. Bpliwb, Shgput Uksh 4, hywbu twb hwugkwgpty b
twudwl] cssupport@ekeng.am’ uwnwbwnt pnnp wbhpudbon  pununphsubpp hwdwywwnwuppwt  hinkqpughugh
hwdwp:

7. Cunhutimip mbntynipjniu

LpEhupnbughli swnpwgpnipiubli wnbsynn hwpgbph b puughpubph vyuwuwpynidt hppujuwbwgdnd £ hEnlyuyg
htpwhinuwhwdwpny® +374 60 464 504 1 cssupport@ekeng.am k- thnuwnny:

ElEjuipntiwhtt unnpugpnipyut yuppkpwpwp pupdugyny nbuhulwt jpughpubpp, hsybku twbh ARX CoSign
Spuignp ogunuugnpdudwt dkintwplp nknugpduws L hwb www.ekeng.am Juypnud:

Eitjnpntught hwgdbwnympmibtkpht© websynn hwpgbph b juughpubph vywuwpynudt hpuwiwgnd £ +374
60 544 444, 060 544 771 htinwjunuwhwudwpubpny Jud online_support@taxservice.am kj-thnuwny:
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